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Intuition – IT and Data Security 

1 FAQs 

1.1 What is Active’s Data Protection Registration Number? 

Active’s DPA registration number is Z1547239. Further information relating to Active and Intuition, and 
how we conform to Data Protection legislation and ICO regulations can be found in Section 2 below. 

1.2 Are references from other colleges available? 

If you would like to speak to other colleges who have implemented Intuition with regard to their set-up 
experiences etc, please contact the Active Helpdesk (helpdesk@activeinformatics.com) who will be able 
to provide you will the appropriate details 

1.3 Will I need to purchase and install any new hardware/software? 

No.  As Intuition is a hosted solution, there is no need to purchase any new hardware or new software.  
Intuition will run via the IE, Firefox and Safari web browsers, with the following versions supported: IE7 
onwards; Firefox 25 onwards; Chrome 3+; and Safari 3.   

1.4 Why set-up an automated data feed into Intuition? 

Our recommendation is that data for all students is uploaded into Intuition as part of the initial data set-
up process and then on an ongoing basis.  The main reasons behind this is that a number of the key 
assessment reports will not run as they provide information relating to the proportion of the student 
population engaging with student services.   Also, in order for a student services team member to be 
able to quickly record details of any activity/intervention they have with a student, the details of the 
student need to be available within Intuition to call up.  Once the first initial upload of student data has 
occurred during the system implementation phase, you can decide if future updates should take the 
form of a complete refresh or just contain changes to specific records. 

1.5 What is the recommended approach for setting up the automated data feed? 

Firstly, upload a test file containing a sample of ILR data into the system either via the ‘Upload student 
data file’ function under the Administration menu in the front end of Intuition or via the ‘Force upload 
option’ on the file menu of the Data upload wizard.  The upload results will be displayed in the ‘Data 
Monitor’ under the Administration menu.  The reasons for the first four rejections will be displayed in 
the monitor itself and a report containing the full list of rejections is available for download.  This file is 
password protected and can be opened with your Intuition password.   
 
The test file should contain a small number of genuine records.  This will then allow you to check the 
formatting of the MIS export against the rejections and the latest Data Feed Specification document 
which is available for download here: https://intuition.activesol.co.uk/Downloads/.   
 
Next, upload the balance of the ILR data using the Data upload wizard.  The tool gives you the option 
of using FTPS or web services for the transfer.  We recommend that you tick the ‘Don’t use FTPS’ 
option and continue to the web services tab as this is a more efficient approach, particularly when it 
comes to the upload of images.  Use the tool to schedule a task for the transfer of data every week 
day, or as you require.  After the initial transfer of images, make the images available in the export 
folder monthly as these do not need to be updated so frequently.  It is advisable to schedule these 
uploads out of hours. 

1.6 Things to check before setting up the automated data feed, or if the Upload Tool 
cannot establish a connection 

If you are using the FTPS method, check the settings of your firewall.  If this is unsuccessful, move on 
to the web services section. 

If you are using the web services method, enter your Intuition username and password and click 
test;  if the test is unsuccessful, select each of the proxy options in turn.  The custom option allows you 
to enter the IP address of your proxy server, tick the ‘Proxy requires authentication’ box and enter your 
username and password.  Please consult your network administrator for details of the username and 
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password.  If connection is not possible, check your IP and login settings.  Finally, consult your 
network administrator with regard to the proxy server logs and the reason access was denied.  Your 
administrator should be able to advise and create an exception if necessary.   

The data upload log files can be found here: C:\ProgramData\ACTIVE\INTUITION 
 
Please contact the Helpdesk for help and advice throughout these stages. 

2 Active Informatics Ltd (Active), Data Protection and Information 
Governance 

Active’s overall approach to Information Governance and Security is based on ISO27001 and consists 
of a GDPR Compliance Document, a detailed Data Management Policy, a Data Protection Policy and a 
Business Continuity Plan.  The policies are current and all staff regardless of job title, hours of work or 
place of work are responsible for compliance with the policies.  

2.1 Data Protection 

Management of Personally Identifiable Data is governed by this Data Protection Policy and Active’s IT 
Security Policy, in accordance with current Data Protection Legislation (Data Protection Act 1998, the 
Privacy and Electronic Communications (EC Directive) Regulations 2003, and the General Data 
Protection Regulation (GDPR) 2018).   
 
Active has a four-point action plan, within the Data Protection Policy, that all staff must comply with to 
ensure compliance with Data Protection Legislation and prevent action being taken against the Data 
Controller by the ICO: 
 
1. Collecting only relevant data 

a. As far as possible, ensure that Data requested or received is adequate, relevant and 
limited to what is necessary in relation to the purposes for which it is required. 

b. Use the approved text template each and every time that customer data is requested, 
and store this where it is readily available to evidence that it was sent before data is 
received.  

 
2. Security of Personal Data 

a. Plan carefully who within Active will require access to the data and why.  
b. Never pass the data out of Active to a third party without the written consent of the 

Data Controller. All such written consents must be obtained in writing beforehand and 
filed. 

c. When transferring relevant data between Active staff, and/or the Data Controller, 
always encrypt the data and send the password separately. If in doubt about how to 
do this, ask. 

d. Transfer data once received to office servers. Only take data out of the office on 
portable equipment in an encrypted storage area. Remove the data from the portable 
equipment once the purpose of its use has been completed.  

 
3. Use only for the purpose stated at collection 

a. Never use Personally Identifiable Data for R&D, other demo or related purposes. 
 
4. Keep Data only for as long as necessary 

a. Destroy when need for Data has passed.  No copies to be kept. 
 

2.2 Access and Use 

Our general policy around access to sensitive data is that this is limited to those who need the data and 
who have permission from the data owner to use the data for the stated purpose.  Data loaded into the 
tool (‘Intuition’, intuition.activesol.co.uk) is only accessible via the hosted solution and is only used to 
provide the services needed for tool (‘Intuition’, intuition.activesol.co.uk) to function.  Client data is never 
used as demonstration data in another system, or in an online product.  If data is required for R&D 
purposes a specific sample is requested, stating that it is for testing/R&D purposes and requesting that 
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steps have been taken to anonymise the sample without compromising the suitability of the dataset for 
testing. 
 
Proprietary information which is disclosed by the client (the "Disclosing Party"), via upload and entry of 
data to the tool (‘Intuition’, intuition.activesol.co.uk), and thereby to Active shall remain the property of 
the Disclosing Party. Active agrees to protect the Information of the Disclosing Party against 
unauthorised disclosure and that all reasonable safeguards against the unauthorised disclosure of 
Information will be taken. Certain Information may be used by the tool (‘Intuition’, 
intuition.activesol.co.uk) for support services associated with the SME terms and for specific reporting 
purposes accessible by other authorised users of the tool (‘Intuition’, intuition.activesol.co.uk). Only 
highly aggregated, non-personal data will be used for reporting purposes, and as such will not identify 
the Disclosing Party or any other identifiable individuals. 
 
Active agrees that: 

• The Proprietary Information shall be used solely for the purpose of the project;  

• It will not distribute, disclose or disseminate Proprietary Information to anyone except relevant 
employees and legal advisers who have a need to know;  

• It will destroy any and all copies of the Proprietary Information if instructed to do so by the 
Disclosing Party;  

• The Proprietary Information will be kept in secure storage at all times; and  

• It will take only such copies of the Proprietary Information as is necessary.  
 

Through our websites, Active will not collect any personally-identifiable information about users (e.g., 
your name, address, telephone number or e-mail address), unless they choose to provide it to us (e.g., 
by registration, user account creation). When provided with personal information, we usually use it to 
respond to an inquiry, process an order or provide access to specific client related account information. 
Also, to support our customer relationship with clients: 

• We may store and process personal information to better understand client business needs and 
how we can improve our products and services; or  

• We (or a third party on our behalf) may use personal information to contact clients about an 
Active offer in support of their business needs or to conduct online surveys to understand better 
our customers' needs and profiles.  

 
If the client chooses not to have their personal information used to support our customer relationship 
processes (especially direct-marketing or market-research), we will respect their choice. We do not now 
(and do not intend to) sell, rent or otherwise market client’s personal information to third parties. 
 

3 Intuition – Data Security 

3.1 Server Security 

Intuition is hosted on a dedicated server provided by UKFast (http://www.ukfast.co.uk/) who are certified 
to the ISO27001:2008 standard.  In accordance with Principle 8 of the DPA (‘Personal data shall not be 
transferred to a country or territory outside the European Economic Area unless that country or territory 
ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the 
processing of personal data.’) the tool (‘Intuition’, intuition.activesol.co.uk) is hosted on servers located 
in UKFast’s Manchester data centre, with back-up data centres in London.  Both of their data centres 
offer secure hosting facilities with power resilience and environmental monitoring systems.  
 
The data centres are protected in the event of fire or loss of power and are equipped with state-of-the-
art rack space infrastructure, cooling and security systems - providing a fully resilient and secure 
location. The data centre in which Intuition resides is guarded by on-site security guards, 24/7 CCTV 
and full building protection including secure swipe access systems and number coded locks. 
 
The server itself has McAfee Server Protection, protecting against the most harmful viral strains.  The 
dedicated Cisco ASA Firewall solution is also in place – see diagram on the following page. 
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Cisco ASA firewall (Adaptive Security Appliances) are easy-to-deploy solutions that integrate world-
class firewall and content security services in a flexible, modular product family. Designed as a key 
component of the Cisco Self-Defending Network, the Cisco ASA Series provides intelligent threat 
defence and secure communications services that stop attacks before they impact business continuity. 
 

3.2 Database Security 

The actual database within which client data resides is not accessible externally – all ports are blocked 
in the firewall and VPN connections are not allowed.  The only method of access to the tool (‘Intuition’, 
intuition.activesol.co.uk) is via remote desktop connection (RDC) which is only available to Active’s 
software engineers responsible for developing and supporting the tool (‘Intuition’, 
intuition.activesol.co.uk).  The RDC, or remote desktop protocol (RDP), uses the RC4 symmetric 
encryption algorithm with the high security level set as default – this encrypts both the data sent from 
client to server and the data sent from server to client using a 128-bit key. 
 
Data loaded into the tool (‘Intuition’, intuition.activesol.co.uk) is partitioned for each client so there is no 
issue of data being made available to another client.  Particularly sensitive data fields contained within 
the database, e.g. user passwords, are also encrypted using DES, so in the event the database is ever 
comprised this information would remain unreadable. 

 

3.3 Website Security 

The website is HTTPS only, with any HTTP traffic redirected to HTTPS so it is not possible to login via 
HTTP.  The SSL certificate is issued from Comodo (https://ssl.comodo.com/) and is at the 256-bit 
encryption level.  SSL creates a secure connection between a client and a server over which any amount 
of data can be sent securely, as only the user’s computer and the secure server are able to recognise 
the encrypted data. 
 

3.4 Data Transfer Security 

Data transfer is direct between the client/user and the tool (‘Intuition’, intuition.activesol.co.uk) itself.  No 
data is transferred to and held at Active’s offices. Data uploads to the tool (‘Intuition’, 
intuition.activesol.co.uk) can be done by FTPS, Web-Services or HTTPS upload.  One-off uploads can 
be done via the website and these are conducted via HTTPS so are secure, see 3.3 Website Security 
above.  Web Services also communicate over HTTPS so again, all uploads are encrypted and secure. 
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Active has developed a Data Upload Tool specifically to assist clients in setting up an automatic data 
upload process.  The Data Upload Tool supports Web Services and FTPS but does not support FTP for 
security reasons. 
 
The tool (‘Intuition’, intuition.activesol.co.uk) enables reports to be downloaded that can contain personal 
identifiable or sensitive information.  Reports of this nature are only able to be downloaded in an 
encrypted and password protected zip file linked to the user who requested the report, so only the user 
who downloaded the report can open the file. 
 

4 Data Breach 
In the event a data breach is detected, or Active are notified of such, the following approach is followed 
within Active: 
 
Active’s IT Manager is to be informed immediately, followed by Senior Management, including the Data 
Protection Officer. 
 
A form containing the following headers is to be completed by the IT Manager should a breach be 
suspected or confirmed: 

- Date breach identified & reported 

- Type of breach 

- Who identified breach 

- Name of individual responsible for investigating the breach 

- Areas/data potentially accessed during breach 

- Clients/data owners affected by breach 

- Date clients/data owners notified of breach (to be within 72 hours of date of breach detection) 

- Results of investigation 

- Steps taken to avoid/minimise future breach 

- ICO informed of breach? (if applicable) 

The form is to be completed and updated by the IT Manager, working with the nominated Senior 
Manager, as the investigation progresses. 
 
Within 72 hours of a breach being detected and confirmed, all data owners with affected data are to be 
notified of the occurrence of the breach and the data that was potentially accessed. 
 
ICO to be notified of breach if it is likely to result in a risk to the rights and freedoms of individuals.  This 
is determined by the results of the investigation, and a decision will be made by the nominated senior 
manager leading the investigation. 
 
It is routine for backups of the servers, including data, to be taken. Each week a full server backup is 
taken onto a new hard drive which is overwritten each night – should a breach occur, the last 24 hours’ 
worth of data can be accessed via the data backup.  Worst case scenario would involve returning to the 
previous week’s last backup.  This minimises the risk of being held to ‘ransom’ over re-gaining access 
externally to illegally encrypted data. 
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